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STAT 


Dear i i, 

DIA is obviously complaining about DCID 1/7 caveats 
NO CONTRACT/ORCON. There is absolutely nothing in these papers 
which would indicate a problem with the compartmentation system. 

It appears as you say that the problem is within DIA and 
they ought to be able to solve it themselves. This problem is 
succinctly stated in the paragraph IC of enclosure 1 TCSP 91176276. 

I would be willing to take this problem on but will require 
considerable amount of additional information regarding (a) SECCM's 
policy and doctrine regarding the requirements for 0RC0N and NO CONTRACT, 
and (b) DIA's procedures for implementing the use of ORCON and NO CONTRACT. 
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13 July 1976 


NOTE FOR NFIB SECRETARIAT.* 


asked for comments on 


this paper as to where it should be handled. 

I have talked to DIA and was informed that the 
"Problem A" bottleneck is caused by the 
Communications Intelligence Security 
Regulations (CISR) which requires originator 
release for COMINT/SI. 


Since this appears to be the bottleneck, 
suggest SIGINT Division/Committee work 
out easements and reply. 


Executive Secretary 
DCI Security Committee 


Attachment 
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ROUTING SLIP 


TO 

NAME AND ADDRESS 

DATE 

INITIALS 

1 

Chairman, Security 
Committee 



2 




3 





10130020-4 


Remarks: 


Per our conversation this date. 
The attached is for your review, 
recommendation, and/or response as 
appropriate. General Wilson's memo- 
randum came directly to the NFIB 
Secretariat. I will not give it 
further distribution pending your 
recommendat ion . 


| FOLD HERE TO RETURN TO SENDER 

30020-4 

| FROM: NAME, ADDRESS AND PHONE NO. j 
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memorandum for the chairman, national foreign intelligence board 

SUBJECT. ^^se^of^Sensitive Compartmented Information to Contractors/ 

~leL h I S aS^iJ S s?tSr2rS2nf1 ^ °, f time to secure 

(SCI) may be made available t L Compartmented Information 

working on high priority contracts affectinlf+h °£ S? D c ? ntractor Personnel 
period of one to six weeks is the National Defense. A 

which agency or department has primary Interest* Ihfcnns^ 6 " 11 ;" 9 ?" 

if not impossible, for S to fuff^ll S p r oje f s make « difficult, 
ditional cost to the U S GoJernmenJ U ir contracts and result in ad- 

Director, Defense Communications Aqencv^nrA? 6 h f thlS tlme const raint, the 
certain contractor/consu tanis enSS y (D ^ )> „ ha f requested relief for 
Control System (WWMCCS) (enclosure) 9 0 " the World ' Wlde Command and 

the Chairman^NFIB^consider a y pJopo^i re wherph DCA> rec * uested that 
engaged "in-house" as ron?.n4nE^ P !• u hen r by certain contractors 

i zed to view SI (exwpt GAMMA) V !nS 1 ?J/8 n ? r1 J y i? 0ntracts be author “ 
material, in the same manner ,, IL a " d TK/F \ including NOCONTRACTOR 

tract, without requesting release app^riror^he^riSi^tor 6 C °"" 

SCI IS Ml i^f h0 ^ — * the 

sultant would not be authorized to rpm ancf the contractor /con- 
or to duplicate any of t “ m r J, from DoD P r «^es 


4. Early action on this request would be 


very much appreciated. 


1 Enclosure 
DCA Itr, 3 Mav 7 6, 


(S-TK/P), 1 C y 

THIS LETTER MAY BE DECLASSI- 
FIED UPON PHYSICAL REMOVAL OF 
CAVEATS AMD ENCLOSURE 


V. 

&mwel V. Wilson 

^tenant General, USA 
Lumctnc 


Approved For Release 2004/ J>4/15 CIA-RDP82M00591R0003001300U -4of^Pag O c 

, r . ...... : I vnoi.F Copy / of -^Copies 


25X1 


!*■■; r • v o l S y s r £ m o n l Y 




25X1 


25X1 


25X1 


25X1 



§"“» f**k a* 

ribCRb 

Approved ^^,^^1^0^9000300130020-4 


WASHINGTON. D.C. 20305 
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IN REPLY 

REFER TO: 24 X 


MEMORANDUM FOR THE DIRECT OR , DEFENSE INTELLIGENCE AGENCY 
SUBJECT: Release of Intelligence Information. 


Ref arence : 


DoD Directive 5100. 79* WWMCC- System Engineer, 
21 Nov 75 


1. 


x . , i In order to exercise the responsibilities specified 

by reference, the WWMCC System Engineering Organization ^ 
(WSEO) must acquire and maintain an accurate working knowledge 
of those aspects of the intelligence collection/fusion/ 
analysis/dissemination process which are necessary to insure 
a cost-effective and compatible WMCCS interface and product 
utilization. 


2. I I Due to the austere manning currently approved for 

WSEO it is necessary that I augment the staff with contractor/ 
consultant employees. It is also necessary 
number of these consultant personnel. 


that a limited 
who will directly 

oarticipate on-scene in the WSEO work, be granted "across 
the board" access to pertinent compartmented intelligence 
Information at the Category III CODINT, 

I — |, and GAMMA level in order for 

its mission. Processing time for individual requests 
to release compartmented information In 

The 


T A LENT -KEYHOLE , 
the WSEO to accomplish 


authorize! i on 

past has ranged from two to four wsexs. 
short suspense actions, cannot be constrained 


for 
the 
SmrO, due to 
by such delays. 


on 


Specifically , 
behalf of the DUSE b 


it Is requested that the SSO/ICO DC A, 
authorized to grant USE consultant 


personnel access to pertinent compartmented information. 


t 

DCA/SAO -SILMJl— 


| y\/ 


I (■'- / 


: y u r. * r, T rp r\ ■ * ' :■ ;■ , > } _ 


~ M'lAM * 


pau-'vm r rv: 

Old; 


EXc'T T Df ce!T::.:;;y 

DECLASSIFY 0N.::i| 


, V> *N X 


W- I 


] 


HANOI..-: VIA 

TALlNY- KEYHOLE 
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a. A nerao, 211, Release of Intelligence Information 

sellar to that access which he grants to DC A oersonnel* 
uu., sucgeec to the additional restrictions outlined in 
^ icn enclosure. The suggested procedure, also outlined in 
enclosure 1, would establish: Ln 

T , T a * The number, identity and clearance level of the 
■■:hhO contractor consultants. 

v- jr „ b r * . a ‘ he sround rules to be followed by the SSO/fCO 
C * lth regard to authorizing the access of these consultants. 

c. The information categories (see Annex A) of documentation 
which are aoplicable to this procedure. Jocumenoation 

. d * The controls on the WSEO consultants necessary to 
Insure minimum exposure of the accessed material. 

| [In view of the early products the T-DJI-ECCS community 
1 b anticipating from the PSE0, expeditious approval of this 
memorandum is requested. X would be oleased to discuss 
any areas of concern you may have regarding this request. 


1 Enclosure a/s 


'Si PM to 

LEE M. PASCHALL 
Lt General, USAE 
Director, WWMCC Systems 
Engineering 


PA3E^_..r) F X 
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I . BA CKGR OUND 

A. | | The WSEO, in cooperation with' the WMCCS 

Community, Military Departments, Defense Agencies and other 
DoD components , is responsible for the identification of 
system solutions within WWMCCS which depend, among other 
things, on an. accurate characterization of intelligence 
inputs'. In addition, the WSEO requires threat data which 
may affect the concept of operations, the total system 
design, or the physical' or functional performance of any 
component of the WWMCCS or its supporting subsystems. 


B. 

Organic 
e ouplod 
d ic: ta to 
special 
b ime by 
describi 
to empl 
members 


The current authorized strength of the WSE 
at ion is lb professionals. This manpower constraint, 
with the broad scope and immediacy of the WSE mission, 
s the use of contractual support to the varied, 
tzed analyses required of the WSEO. The short response 
pie ally necessary in the discharge of the mission 
od by bo'D Dir 5100.79 further emphasises the need 
oy contractor specialists as Integral performing 
(action officers) of the WSE Organisation. 


/ 0. | | The normal DIA procedures required for the DCA 

/ Special Special Security Officer (SSO DCA) to. provide 
f contractor personnel access to compartments.: intelligence 
| documents involves a request bo DIA, a DIA staffing cycle 
| and subsequent approval /disapproval on a document-by-document 
| basis. This cycle takes typically fours weeks or longer, 

1 to complete. Tn contrast, DCA personnel who can demonstrate 
\ a need-to-know and proper access authoriration are granted 
\ timely access to any document which has been released to 

\the DCA. 

\ 

D. I I Successful accomplishment of the WSE mission 
requires — nrnt a limited number of consultants to the WSEO 
be granted access to material without Incurring the time 
delay described in the preceding paragraph. 


IT. CONSULTANT ACCESS CONTROL! 


In recognition of the extreme sensitivity 
of the c ornpar bm tod intelligence inf or.:.at ior. /material to 


Enel 1 


which a '•cess Is being requested, tight controls will be 


***"* - r 'X IT"-* Sv ^ 

Mb l 
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imposed over Mo 


consultants covered by this 


agreement . 


W3E0 eoi.su.lt Min approved for such acre 
individual Act 5 on officers of the WWMOC 
Organization and not as representatives 
organic a tions , 


ss will be acting as 
Sy s t ein Eng In e o r ing 
of their parent 


B. (] J In addition to the normal security 

procedures, applicable to the material., the W3E0 consultants 
will be subject to the additional constraints outlined below: 


1. The SS0/TC0 DCA will limit the access of each 
consultant to those categories of information where tjhe 
WSE has certified the individual's need-to-know for current 
job performance. 


2. Only those consultant personnel specifically 
identified to the SS0/TC0 DCA as being assigned and approved 
by the WSE to support the WSE0 will be granted access under 
this agreement. 

3. The consultant personnels and their employer, 
will agree in writing not to disseminate/reveal any informatic 
obtained under this agreement to the employer. 

-4-. Access to information under this agreement will 
be at approved government facilities and under the cognisance 
of the 8SO/TOO DCA. Documents will be produced as DCA 
products and will not be released to contractor facilities 
or contractor employees without the specific approval of DIA. 

r >. The WSE will advise DIA (through the SSO/TCO DCA) 
of the names and corporate affiliations of each contractor 
granted this "special consultant" status. 


C. I I The number of individuals to be designated as 

WSE0 special consultants will not exceed ten (10) at any 
time. It is the WSE's intention that these individuals be 
available for relatively long-term assignment to the WSEO. 

The WSE will discourage the rotation of consultant personnel 
with access under this agreement (both as an additional 
limit on proliferation of access, and for program continuity). 
Further, the WSE Intends to minimize the number of contractor 
organizations to be utilized under this agreement. 


<r 


S'" 1 
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A. 


in femoral, the access reaulrei by the WSflO 
consults,,.— 1 h^t the "^tS^f^ired, 

Electee-;;. USED consultants . 


T 

w:i 1 


P I I -i'he various information categories which, m 
thP generate the access requirements requester! 

are tlSSerlW In Annex A to thin enclosure. 
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[APPROVAL 


| COMMENT* 


I CONCURRENCE 


DISPATCH 


FiLE~ 


INFORMATION 


RECOMMENDATION 


RETURN 


SIGNATURE 


REMARKS: 


FROM: NAME, ADDRESS, AND PHONE NO, 


DATE 



(Security Classification) 


CONTROL NO. 


Handle Via 


Channels 


Access to this document will be restricted to 
those approved for the following specific activities: 


A 

Warning Notice 

Sensitive Intelligence Sources and Methods Involved 

NATIONAL SECURITY INFORMATION 

Unauthorized Disclosure Subject to Criminal Sanctions 
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(Security Classification) 
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DISSEMINATION CONTROL ABBREVIATIONS 


NOFORN- 

NOCONTRACT- 

PROPIN- 
USIBON LY- 
ORCON- 

REL. . 


Not Releasable to Foreign Nationals 
Not Releasable to Contractors or 
Contractor/Consultants 
Caution-Proprietary Information Involved 
USIB Departments Only 
Dissemination and Extraction of Information 
Controlled by Originator 
This Information has been Authorized for 
Release to . . 
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